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Abstract 
This work is dedicated to the new steganography method for 
information hiding in digital audio signals based on wavelet 
transform, which is done to perceptually important areas thus 
providing high resistance to active and passive attacks, while 
being flexible and adaptive to stegocontainers. The 
information hiding and extracting methods based on Mallat 
algorithm are described, including basic and more advanced 
modulation techniques. The achieved results, including bit 
error rate and signal distortion as well as future directions of 
improving robustness and security aspects are discussed. 

1. Introduction 
The continuous increasing of multimedia traffic volume has 
lead to widening of opportunities to use steganographic 
techniques for information hidden storage and transmission. 
At the same time the great advance of multimedia data 
compression techniques is well known. Nearly all digital 
multimedia streams are transmitted in compressed form, 
frequently based on human psychophysiological perception 
model. For digitized audio, as one of the widespread 
multimedia data traffic type either differential modulation or 
one of the specialized speech codecs is used. The direct 
application of LSB steganography methods for compressed 
speech is ineffective, and the special attention must be given 
to one of steganography methods which allows information 
embedding to perceptually important areas since they are 
remain the most intact after compression by the modern 
codecs. 
One of the transforms which satisfies this requirements is the 
discrete wavelet transform [1]. Wavelets set in time or 
frequency domain allows to approximate complex signal or 
image precisely of with a given precision. Wavelets possess 
obvious advantages in representation of function local features 
and implicitly account psychophysiological perception model 
features, thus being widely used for feature analysis, 
compression and reconstruction of complex signals [2]. 
The main tasks in researching steganographic method oriented 
to maximize capacity are the minimization of added 
distortions and robustness to passive warden attacks [3]. 

2. Steganographic technique 
In the offered method’s the embedding area is coefficients set 
of selected decomposition sub-bands. In the first stage the 
wavelet decomposition of signal s , recovered from audio file 
is done. Decomposition is performed using the advanced 
Mallat algorithm [4]: the normalized signal recovered from the 
audio file is passed to high- and low-frequency decomposition 
filters with successive decimation. The results are coefficients 

of approximation and detail sub-bands. So, when 
decomposition is performed down to  depth the L 2L  sub-

bands with 
2L

N  coefficients in each are formed (fig 1). 
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Figure 1 — Signal decomposing based on the advanced Mallat 

algorithm, depth 2 (a) and representation of N-level 
decomposition (b) 

 
Signal restoration is done by simple direct wavelet transform 
replacement by its inverse and passing sub-bands backward all 
stages of decomposition process. 
The coefficients obtained as a result of decomposition process 
forms the “hiding information space”. To evaluate the 
minimum depth of decomposition that still allows embedding 
without subjective signal quality degradation the experiments 
were held. The pseudorandom bit sequence was embedded at 
different depth and in different sub-bands with successive 
restoration to audio files. As the basis wavelet for embedding 
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the Daubechies wavelets were used. The subjective quality 
degradation was practically unnoticeable starting from the 
depth 4L =  with little noticeable degradation from level 3 
when embedding was done to selected detailing sub-bands. 
There are plenty of techniques that could be used for 
embedding binary stream to wavelet decomposition 
coefficients. Probably the simplest one is direct modulation of 
coefficient value by the bit to be hidden: 
 

'
i iw w b= ⋅ i , 

 
where — i -th coefficient of selected sub-band, iw

ib  — current symbol of binary sequence to be hidden. 
Binary sequence revealing is done by passing extracted 
coefficients through a threshold detector: 
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The maximum capacity of this method is 1 bit/coefficient.  
Estimation of bit error for 3 and 4 level decomposition depth 
is presented in the fig 2a-b and in table 1 (average of 30 
experiments). Bit errors in the above distortion-free example 
appeared due to quantization errors occurred when floating-
point values are converted to a fixed point 16-bit depth of 
sample. 
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Figure 2 — Bit error probability as a function of selected sub-
band. The figures are for full decomposition tree by depth 3 

(a) and 4 (b) 
 
 

Table 1 — Mean m and variance D of bit errors for 3-level 
decomposition and 1 bit/coefficient capacity. 

 
Decomposition sub-band L=10 

kbit 1 2 3 4 5 
m 22,4 45,4 74,4 88,4 257 
D 26,8 30,8 57,3 57,8 87,7 
 

As the results show the reliability of detection is not enough to 
hide intact information (the error probability due to 
quantization errors and non-optimal coefficient bandwidth 
using is about 1-5%) so additional measures to provide 
information integrity (correction codes, etc) are the must. 
There are two ways of increasing the physical integrity of 
information: 1) the extensive modulation of a coefficients 
pattern or window or 2) using more sophisticated modulation 
techniques. 
The robustness to distortions can be achieved by modulation 
not a single coefficient but a consecutive coefficients, forming 
window with length . For example window of  consecutive 
coefficients: 

l l

 
'

j j iw w b= ⋅ ,  1..j l=

 
Thus, for mono digital audio signal at Fs  sampling rate when 
bits are embedded to windows of l  coefficients at 
decomposition depth  the achieved capacity of 
steganographic channel is: 
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For example, for usual speech-quality at 8 kHz 10 sec length 
and 4-th decomposition level with 1 bit/coefficient ( 1l = ) 
capacity of stegochannel will be 500 bps per one sub-band of 
wavelet decomposition. 
Revealing of hidden information is done by comparison of 
extracted coefficient absolute values average with the given 
threshold. Averaging is done in the window limits. The result 
of comparison in binary form is presumed to be the hidden 
message bit : ib
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The average evaluation of error probability when one bit is 
embedded into 2 coefficients is presented in fig. 3a-b. The 
presented results are average for 30 experiments with unique 
pseudorandom binary sequences, used as messages to be 
hidden. 
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Figure 2 — Bit error probability (Y) for the decomposed sub-
bands (X). The graphs are for decomposition depth 3 (a) and 4 

(b) 
 

Bit error rate at various decomposition sub-bands and selected 
threshold is shown in fig 3. There is a clear minimum of bit 
error rate value on these graphs which position is the same for 
every sub-band. These values of optimal threshold are in strict 
dependence from decomposition depth and coefficient 
modulation technique used. As a preliminary estimate the 
median of recovered absolute values sum could be used with 
successive search of derivative extremum in sorted 
neighborhood values. 
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Figure 3 —Bit error rate in various decomposition sub-bands 
and selected threshold for one (a) and two (b) coefficients per 

message bit 
 

Bit error probabilities at different decomposition levels (1-3) 
are shown in table 2. 
 
Table 2 — Bit error probabilities at different decomposition 
levels 
 

Decomposition sub-band Perr 1 2 3 4 5 
P1(%) 0,138 0,26 0,46 0,52 1,52 
P2(%) 0,042 0,036 0,046 0,022 0,042 
P3(%) 0,0625 0,067 0,096 0,073 0,072 

 
After extraction of embedded data from the coefficients blocks 
of audio file decomposed to selected sub-bands there are still 
relatively high bit errors rate. The probability of bit error 
occurring is in strong dependence upon the technical 
parameters of the audio file (sampling rate, sample bit-depth). 
It is possible to eliminate bit errors at embedding stage, 
however the recursive estimation procedure is required. After 
embedding one bit the complete estimate of bit error in 
various or specified environments, with or without additional 
signal distortions is performed. If bit error is detected then the 
embedding parameters are changed (modulation technique or 
rate) or selected block could be simply rejected. This approach 
is optimal in the meaning of energy minimum but still 
computationally complex thus not always applicable — 
particularly in real-time and computationally complex bounds, 
etc. As the experiments show, information embedding to sub-
bands coefficients provides sufficient robustness to distortion 
for digitized signal. However the maximum revealing success 
rate is achievable only through adaptively selected detection 
threshold. To determine the optimal threshold blindly (i.e. 
possessing only the filled stegocontainer) the following 
technique is proposed. 
The sequence , ic 1..i N=  of coefficient absolute values sum 
for selected threshold (fig 4a) is sorted in ascendant order 
forming the sequence  (fig 4b). To compress dynamic 
range and increase sensitivity the logarithm is found for the 
values (fig 4c) with successive first derivative obtaining (fig 
4d). When the pseudorandom sequence is embedded the 
maximum is positioned near the half of the graph (fig 4c). 

'
iс
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Figure 4 —Stages of threshold searching technique 

 
After central part cropping the index of maximum value 

max( ), 1..ipos c i N= =  is obtained and left size of the graph is 

presumed to be formed by sum, corresponded to zero bits of 
initial message sequence. As the “zero” coefficient most 
expected value the mean is used: 0 ( ), 1..ilev c i posµ= = . 
Threshold value according to empirically obtained coefficient 

1.5α =  is: 
 

0thrs lev α= ⋅ , 
 
While evaluating the developed steganography method 
robustness against passive warden, one of the most meaningful 
characteristics is possibility to recover information about 
hiding space thus obtaining the direct hidden message 
medium. In this case the possibility of presence of hidden 
information proving or even recovering using other wavelet 
than used at the embedding stage could reveal the hidden 
information to passive warden. To ascertain the impossibility 
of revealing information and even presence of it without the 
exact wavelet used at embedding the series of experiments 
were carried. As a stegocontainer for information embedding 
the audio file with 10 seconds speech recording at 8 kHz 
sampling frequency with sample bit-depth 16 bits. For the 
source file the full wavelet-decomposition tree with depth of 4 
has been obtained. The message was a pseudorandom bit 
string embedded to coefficient set of selected sub-band. The 
basis wavelet used for decomposition was Daubechies-6. 
Embedding was performed to selected sub-band by direct 
coefficient modulation and 1 bit per coefficient capacity. After 
embedding the audio signal was recovered from altered sub-
band and other intact sub-bands. Each embedding was done to 
a single sub-band thus total number of recovered audio signals 
for decomposition level 4 was: 2 , each of them carrying 
hidden information at 4-th decomposition level in one sub-
band. Then the consecutive decomposition of signals extracted 
from all files was done, based on Daubechies wavelets order 
from 1 to 20. The bit error probability errors according to 
Daubechies wavelet order and selected sub-band are presented 
in fig. 5. The original bit sequence was embedded using the 
Daubechies wavelet 6-th order. According to fig. 5a 
application of wavelet different from the one used to embed 
information leads to very high bit error rate (approximately 
0.5), and impossibility of hidden information recovering. And 
information recovering based on the wavelet used for 
embedding shows an average bit error rate at about 0.0119. 

16L =

When information hiding in done by direct coefficients 
manipulation without additional measures, the only 
information available to passive warden is the wavelet, 
selected at the embedding stage. Besides, when the true 
pseudorandom message sequence is hidden the granular or 
edge artifacts (depending on the sequence properties) arise, 
especially noticeable at low decomposition depths. And, what 
is more important, the embedding process is asymmetrical and 
hiding one of binary symbols does not change the state of the 
medium — the coefficient of coefficient window remains 
intact which leads to statistics preserving, allowing appliance 
of various steganalysis techniques — from source quantizer 
modeling to high-order statistics steganalysis [5] and quality 
metrics analysis [6]. 
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Figure 5 — Bit error rate while bit extraction, embedded at 5 
sub-band of decomposition depth 4 based on Daubechies 6-th 

order wavelet by wavelets 1-16 orders (a) and average bit 
error rate for all sub-bands (cross-wavelet recovering) for 

Daubechies wavelets 1-20 order (b) 
 
To eliminate disadvantages mentioned above, authors propose 
to hide not the bits itself (modulating coefficients) but a low-
frequency pattern signal. The most obvious signals as the 
pattern signal are sinusoidal signal and pseudorandom 
oversampled binary sequence. The modulating signal 
parameters (frequency and phase of sinusoidal signal, random 
seed for pseudorandom sequence) could be used as a key. The 
proposed modified embedding technique is of the following 
advantages: 
1. Lower embedding distortions and adaptive pattern 
constructing. 
2. Increasing channel security. To reveal information or to 
prove its existence it is necessary to possess wavelet and 
pattern signal used for embedding at least for one of binary 
states. 
3. Lowering steganalysis threats possibility by eliminating 
non-modified parts as well as edge and granular artifacts. 

 
Pattern signal fusion is done according to: 
 

' (1 ) ib
i i iw w seqα α= ⋅ − + ⋅  

 

where — is the coefficient of window after fusion, '
i

w

iw  — is the coefficient of window before fusion, 
ib

iseq  — sample of pattern signal, representing the current bit 

of information to be embedded , ib
α  — attenuation coefficient of the original sub-band. 
 
For two methods comparison it is necessary to obtain 
container distortions and bit error rate at altering attenuation 
coefficient. When attenuation coefficient α increases, the bit 
error rate falls, as expected, however with significantly 
increased signal distortion. The effect of coefficient altering 

[0.01,0.2]α ∈  to the total bit errors at 3 and 4 
decomposition depth is shown on the fig 6(a-b). Increasing 
decomposition depth does not exert influence upon bit error 
rate. 

 
 

(a) 
 

 
(b) 

 
Figure 6 —Total bit errors (Z) for [0.01,0.2]α ∈  (Y) for the 
Daubechies wavelet 6-th order and decomposition depth 3(a) 

and 4(b) 
 
The significant criterion for any steganographic technique 
being applied for information hiding is the induced signal 
distortion. To compare these two methods at fixed 
decomposition rate and varied coefficient α  the mean square 
error (MSE) with the original signal was calculated. In the fig 
7 shown below altering step of α  is 0.05. The MSE 
monotonically increases with coefficient increasing and at 
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about 0.61α =  the MSE values of sinusoidal fusion and 
direct modulation are equal.  
 

 
 
 

Figure 7 — The MSE values when embedding the sinusoidal 
pattern with [0.01,0.06,..., 0.2]α ∈  and direct coefficients 

modulation (horizontal lines) for the first 3 sub-bands 
 
 

 
Figure 8 — The maximal (solid line) and minimal (dotted line) 

bit error rate for sinusoidal pattern embedding with 
[0.01,0.06,..., 0.2]α ∈  

3. Conclusions 
The developed method of information hiding in audio streams 
according to experimental results performs information hiding 
than survives MP3 format compression. The basic security 
level is achieved by using secret wavelet, even without any 
explicit fusion or modulation techniques and it is virtually 
impossible to extract information when there is no information 
about decomposition wavelet is available. According to 
experimental results bit error remains at approximately 0.5 
when the mismatched wavelet is used, falling down to 0.0119 
in the case of correct wavelet and decomposition level. To 
improve the secrecy method when there are no serious 
distortion in channel awaited is relatively simple — 
decomposition level, tree graph, and basis wavelet alteration 
can be varied according to the key. It is possible to improve 

the described technique constructing key-dependent wavelets. 
When there some serious compression scheme is awaited, the 
coefficient modulation and pattern fusion could be used, since 
even direct coefficient modulation allows to overcome MPEG 
compression. In the future work the modulation and fusion 
techniques that provide high capacity and reliability to lossy 
compression and transforming techniques will be under 
research as well as testing the same approach for hiding 
information in images. 
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